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Teknologi Informasi	dan	Sumber	
Daya	Pendukungnya

Windy	Gambetta
Sekolah Teknik Elektro dan Informatika

Institut Teknologi Bandung

Teknologi	untuk	mengumpulkan,	
menyimpan,	mengolah,	dan	
menyebarkan	informasi

Bagaimana	efeknya	ke	kehidupan	
kita?
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Terdiri dari

• Hardware
• Software
• Jaringan
• Data

Bagaimana	mewujudkannya?

Perencanaan
Pengembangan

Operasi/ Pemanfaatan
Monitor/ Pengawasan

Apa	peran	manusia	pada	kegiatan	
terkait	TI?

Penentu	Kesuksesan	/kegagalan	
kegiatan	TI?

Kenapa	banyak	kegiatan	TI	gagal?

40% Organisasi &
Prosedur

60%	Faktor	Manusia

Sistem kompleks

Vendor	tidak	mampu
Manajemen kurang 

terlibat/koordinasi

Kurang	manajemen	
perubahan

Faktor	internal	dan	kebijakan
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Profesi	bidang	Teknologi	Informasi	
apa	saja?

PETA	OKUPASI	DALAM	KERANGKA	KUALIFIKASI	NASIONAL	INDONESIA	
PADA	AREA	FUNGSI	TEKNOLOGI	INFORMASI	DAN	KOMUNIKASI	

	
	

	

LEVEL KATEGORI
 BIROKRASI 

(PEMERINTAH)
 INDUSTRI 
(SWASTA)

DATA MANAGEMENT 
SYSTEM

PROGRAMMING AND 
SOFTWARE 

DEVELOPMENT

HARDWARE AND 
DIGITAL PERIPHERALS

NETWORK AND 
INFRASTRUCTURE

OPERATION AND 
SYSTEM TOOLS

INFORMATION SYSTEM 
AND TECHNOLOGY 

DEVELOPMENT

IT GOVERNANCE AND 
MANAGEMENT

IT PROJECT 
MANAGEMENT

IT ENTERPRISE 
ARCHITECTURE

IT SECURITY AND 
COMPLIANCE

IT SERVICES 
MANAGEMENT SYSTEM

IT AND COMPUTING 
FACILITIES 

MANAGEMENT
IT MULTEMEDIA

IT MOBILITY AND 
INTERNET OF THINGS

INTEGRATION 
APPLICATION SYSTEM

IT CONSULTANCY AND 
ADVISORY

EDITOR PRODUK MULTIMEDIA  
(MULTIMEDIA PRODUCT 

EDITOR)

MANAJER PENGEMBANGAN 
SISTEM/APLIKASI 

(SYSTEM /APPLICATION 
DEVELOPMENT MANAGER)

MANAJER JARINGAN 
(NETWORK MANAGER)

MANAJER OPERASIONAL 
KOMPUTER 

(COMPUTER OPERATIONS 
MANAGER)

MANAJER ICT PM
(ICT PM MANAGER)

AUDITOR KEAMANAN 
JARINGAN

(NETWORK SECURITY 
AUDITOR)

MANAJER PENGELOLA 
LAYANAN IT

(ITSM MANANGER)

MANAJER PUSAT DATA
(DATA CENTER MANAGER)

MANAJER SISTEM DAN 
PEMROGRAMAN 

(SYSTEM AND PROGRAMMER 
MANAGER)

AHLI CLOUD COMPUTING 
(CLOUD COMPUTING EXPERT) OPERATION SYSTEM ENGINEER  POINT OF SALE MANAGER

MANAJER KEAMANAN 
JARINGAN 

(NETWORK SECURITY 
MANAGER)

IT SERVICE MANAGEMENT 
EXPERT

AHLI PEMROGRAM 
(EXPERT PROGRAMMER)

NETWORK ADMINISTRATOR 
UTAMA 

(ADVANCE NETWORK 
ADMINISTRATOR)

 OPERATING SYSTEMS 
PRODUCTION MANAGER

CONTRACTS AND PRICING 
MANAGER 

MANAGER AUDIT TEKNOLOGI 
INFORMASI

(INFORMATION TECHNOLOGY 
AUDIT MANAGER)

CUSTOMER SERVICE MANAGER 

KEPALA TIM PENGEMBANGAN 
SISTEM 

(SYSTEM DEVELEOPMENT 
TEAM HEAD)

NETWORK ADMINISTRATOR 
SENIOR 

(SENIOR NETWORK 
ADMINISTRATOR)

OPERATIONS SUPPORT 
MANAGER 

SENIOR PROJECT MANAGER
MANAGER CYBER SECURITY

(CYBER SECURITY MANAGER)
CUSTOMER SERVICE CENTER 

MANAGER  

MANAJER PENGEMBANG 
APLIKASI 

(APPLICATION DEVELOPMENT 
MANAGER)

NETWORK AND 
INFRASTRUCTURE EXPERT

OUTSOURCING MANAGER LEAD PROJECT MANAGER
PENJAMIN KUALITAS TI

(IT QUALITY ASSURANCE)
 CUSTOMER SITE SUPPORT 

MANAGER 
CLOUD COMPUTING ENGINEER

MANAJER PROYEK 
IMPLEMENTASI 

(IMPEMENTATION PROJECT 
MANAGER)

CLOUD APPLICATIONS 
MANAGER 

PROJECT MANAGER 
APPLICATIONS  

AUDITOR AHLI TEKNOLOGI 
INFORMASI

(INFORMATION TECHNOLOGY 
EXPERT AUDITOR 

USER SUPPORT MANAGER 

AHLI PEMROGRAM OBJEK 
(EBJECT PROGRAMMER 

EXPERT)

DATA COMMUNICATIONS 
MANAGER  

PROJECT MANAGER 
DISTRIBUTED SYSTEMS  

SENIOR CYBER SECURITY 
ENGINEER 

TECHNICAL SERVICES 
MANAGER 

SOFTWARE DEVELOPMENT 
EXPERT

MANAGER NETWORK AND 
COMPUTING SERVICES  

STORE SYSTEMS MANAGER  DATA SECURITY MANAGER
 SERVICE LEVEL REPORTING 

MANAGER

SITE SOFTWARE/DEVICE 
SERVICES MANAGER

NETWORK SERVICES MANAGER QUALITY CONTROL MANAGER   
ACCOUNTING FOR 

INFORMATION TECHNOLOGY 
MANAGER  

 SOFTWARE ENGINEERING 
MANAGER

WIRELESS SYSTEMS MANAGER 
 SECURITY AND 

WORKSTATIONS MANAGER 
PLANNING AND INTEGRATION 

SERVICES MANAGER   

 APPLICATION DEVELOPMENT 
MANAGER

VOICE AND DATA 
COMMUNICATIONS MANAGER 

ISO IMPLEMENTATION 
MANAGER 

PERSONAL COMPUTING AND 
OFFICE AUTOMATION SUPPORT 

MANAGER   

 APPLICATIONS MANAGER
TELECOMMUNICATIONS 

MANAGER
SAFETY PROGRAM MANAGER   

SITE/SHIFT OPERATIONS 
MANAGER

APPLICATION TECHNOLOGY 
MANAGER 

VOICE/WIRELESS 
COMMUNICATIONS MANAGER 

CHANGE CONTROL MANAGER 

 SYSTEMS SOFTWARE 
MANAGER

TELEPHONE AND WIRELESS 
SERVICES MANAGER  

SARBANES-OXLEY 
COMPLIANCE MANGER   

SYSTEMS AND PROGRAMMING 
MANAGER 

VOICE COMMUNICATIONS 
MANAGER  

QUALITY ASSURANCE 
MANAGER

 OFFICE AUTOMATION 
APPLICATIONS  MANAGER

NETWORK ENGINEER
INFORMATION SECURITY 

MANAGER

APPLICATIONS PROGRAMMING 
MANAGER

ADVANCE NETWORK SECURITY 
ENGINEER 

SYSTEMS AND PROGRAMMING 
MANAGER

CYBER SECURITY ENGINEER

LEAD SOFTWARE ENGINEER

SENIOR SOFTWARE ENGINEER

PEMROGRAM KEPALA
(PROGRAMMER HEAD)

ANALIS PROGRAM 
(PROGRAM ANALYST)
PEMROGRAM MADYA 

(INTERMEDIATE 
PROGRAMMER)

PEMROGRAM OBJEK 
(OBJECT PROGRAMMER)

PEMROGRAM 
(PROGRAMMER)

PEMROGRAM BASISDATA  
(DATABASE PROGRAMMER)

PENGEMBANG WEB 
(WEB DEVELOPER)

SOFTWARE ENGINEER 
LEAD APPLICATION 

PROGRAMMER
SENIOR APPLICATION 

PROGRAMMER

SENIOR PROGRAMMER   

ENTERPRISE RESOURCE 
PLANNING (ERP) 

INFRASTRUCTURE 
ADMINISTRATOR  

SENIOR SYSTEMS 
PROGRAMMER  

 LEAD ENTERPRISE RESOURCE 
PLANNING (ERP) FUNCTIONAL

UNIX PROGRAMMER SENIOR  
DATA COMMUNICATIONS 

ASSISTANT MANAGER 
PCI-DSS ADMINISTRATOR  WEB ADMINISTRATOR

ENTERPRISE RESOURCE 
MANAGEMENT (ERP) DECISION 

SUPPORT ANALYST  

BUSINESS ANALYST 
ENTERPRISE RESOURCE 
PLANNING MASTER DATA 

ANALYST  

BUSINESS SERVICES ANALYST  CLOUD COMPUTING ARCHITECT  
ENTERPRISE RESOURCE 
PLANNING ARCHITECT  

SUPERVISOR PEMROGRAM 
DATABASE 

(DATABASE PROGRAMMER 
SUPERVISOR)

NETWORK SERVICES 
ADMINISTRATOR  

TEKNISI UTAMA 
JARINGANKOMPUTER

INFORMATION SYSTEMS 
SUPERVISOR

JUNIOR CYBER SECURITY
(CYBER SECURITY JUNIOR)

SUPEVISOUR PENGELOLA 
LAYANAN IT

(ITSM SUPERVISOR)

DESAINER GRAFIS MUDA
(YOUNG GRAPHIC DESIGNER)

ENTERPRISE RESOURCE 
PLANNING (ERP) TRAINER 

PEMROGRAM MUDA NETWORK SPECIALIST SENIOR  CLOUD COMPUTER ANALYST
DATA SECURITY 
ADMINISTRATOR  

LIBRARIAN 
ENTERPRISE RESOURCE 

PLANNING (ERP) - DEVELOPER  

MICROCOMPUTER SUPPORT 
SUPERVISOR 

NETWORK ADMINISTRATOR 
MUDA (SENIOR NETWORK 

ADMINISTRATOR0  

INFORMATION SECURITY 
ADMINISTRATOR

IT EXECUTIVE SECRETARY  

HARDWARE INSTALLATION 
SUPERVISOR  

SUPERVISOR SAFETY 
PROGRAM  

ACCOUNT REPRESENTATIVE  

COMPUTER MAINTENANCE 
SUPERVISOR

COMPUTER OPERATIONS SHIFT 
SUPERVISOR  

 LEAD ENTERPRISE RESOURCE 
PLANNING TEAM

COMPUTER MAINTENANCE 
SUPERVISOR

CUSTOMER SERVICE 
SUPERVISOR  

NETWORK SERVICES 
ADMINISTRATOR  

IT SECURITY MANAGEMENT 
SUPERVISOR

COMPUTER OPERATIONS 
ASSISTANT SUPERVISOR  

NETWORK SPECIALIST SENIOR  HELP DESK TECHNICIAN  

SYSTEMS INTEGRATOR SYSTEMS PROGRAMMER  
COMMUNICATIONS 
ADMINISTRATOR 

SENIOR SYSTEMS SUPPORT 
SPECIALIST 

PEMROGRAM OBJEK PRATAMA
(PRIMARY OBJECT 

PROGRAMMER)
SPESIALIS TEKNISI KOMPUTER 

OPERATIONS TRAINING 
COORDINATOR  

PEMROGRAM PRATAMA
(PRIMARY PROGRAMMER)

COMPUTER TECHNICIAN 
JUNIOR

PANDEMIC COORDINATOR  

PENGEMBANG WEB PRATAMA 
(JUNIOR WEB DEVELOPER)

DESKTOP/COMPUTER SUPPORT 
COORDINATOR

PCI-DSS COORDINATOR  

HELP DESK COORDINATOR POS COORDINATOR  

 LEAD COMPUTER OPERATOR POS SENIOR COORDINATOR 

TECHNICAL SERVICES 
SPECIALIST  

 LEAD CUSTOMER SERVICE 
COORDINATOR

CUSTOMER SERVICE 
COORDINATOR  

DISASTER RECOVERY 
COORDINATOR  

COMPUTER OPERATIONS 
SPECIALIST

PRODUCTION CONTROL 
SPECIALIST 

SYSTEMS SUPPORT 
SPECIALIST 

PROCUREMENT COORDINATOR 

OPERATOR KOMPUTER MADYA

OPERATOR KOMPUTER 
PENJAMINAN MUTU 

OPERATOR KOMPUTER 
RANCANG BANGUN

OPERATOR KOMPUTER 
QUANTITY SURVEYOR  

OPERATOR KOMPUTER 
KEPENDUDUKAN  

OPERATOR KOMPUTER OLAH 
DATA STATISTIK  

ADVANCE OFFICE OPERATOR

HELP DESK SPECIALIST

DESKTOP SPECIALIST  
WORD PROCESSING LEAD 

OPERATOR  
COMPUTER REPAIR 

TECHNICIAN
DESKTOP TECHNICIAN  

OPERATOR KOMPUTER MUDA

WORD PROCESSING 
OPERATOR  

IT ADMINISTRATOR
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SENIOR IT CONSULTANT

AHLI DESAIN GRAFIS  

MEDIA LIBRARY SUPPORT 
MANAGER  

MULTIMEDIA SPECIALIST

INTERNET - INTRANET 
ACTIVITIES MANAGER 

INTERNET SYSTEMS MANAGER 

WEB CONTENT MANAGER 

MANAGER VIDEO AND WEBSITE 
CONTENT 

CLOUD COMPUTING ARCHITECT

SENIOR MOBILE COMPUTING  

CLOUD COMPUTING SECURITY

FACILITY AND EQUIPMENT 
SUPPORT MANAGER   

VENDOR MANAGEMENT 
MANAGER 

TELECOMMUNICATIONS 
INSTALLATION AND 

MAINTENANCE MANAGER 

IT FACILITIES MANAGEMENT 
AND DATA CENTER EXPERT

OUTPUT PROCESSING 
MANAGER

 SITE MANAGEMENT MANAGER 

WASTE MANAGEMENT 
MANAGER  

CHIEF IT SERVICES OFFICER
CHIEF OF IT FACILITIES 

OFFICER
CHIEF OF MULTIMEDIA 

OFFICER

OPERATION AND 
TECHNOLOGY DIRECTOR

TECHNOLOGY DIRECTOR 
CHIEF OF OPERATION 

OFFICER
CHIEF OF IT PROJECTS 

OFFICER
CHIEF OF ENTERPRISE 

ARCHITECTURE

IT ENTERPRISE DESIGN 
COORDINATOR

DATA MANAGEMENT STAFF

SOFTWARE DEVELOPMENT 
CLERK

IT ENTERPRISE 
MANAGEMENT CLERK

INFORMATION SYSTEM AND 
TECHNOLOGY 

ADMINISTRATOR

IT GOVERNANCE AND 
MANAGEMENT 

ADMINISTRATOR

IT PROJECT MANAGEMENT 
ADMINISTRATOR

IT ENTERPRISE 
ARCHITECTURE 
ADMINISTRATOR

PROJECT MANAGER NETWORK 
TECHNICAL SERVICES  

JUNIOR NETWORK SECURITY 
ENGINEER 

COMPUTER OPERATIONS 
ASSISTANT MANAGER  

COMPUTER OPERATIONS SHIFT 
MANAGER 

PRODUCTION SERVICES 
MANAGER  

 BYOD SUPPORT MANAGER 

 PRODUCTION SUPPORT 
MANAGER

MANAJER ARSITEKTUR 
PERANGKAT LUNAK

(SOFTWARE ARCHITECTURE 
MANAGER)

 ENTERPRISE ARCHITECTURE 
MANAGER 

COMPETITIVE INTELLIGENCE 
MANAGER 

DISASTER RECOVERY 
MANAGER  

DISASTER RECOVERY AND 
BUSINESS CONTINUITY 

MANAGER  

TRAINING AND 
DOCUMENTATION MANAGER  

RE-ENGINEERING MANAGER  

IT HUMAN RESOURCES 
MANAGER 

INFORMATION CENTER 
MANAGER  

PROJECT MANAGER 
ENTERPRISE ARCHITECTURE  

PROJECT MANAGER - 
IMPLEMENTATION 

DEPLOYMENT  

CUSTOMER ACCOUNT 
MANAGER  

TRAINING  PROJECT MANAGER

 SYSTEMS PROJECT MANAGER  

IT CONSULTANCY STAFF
APPLICATION MANAGEMENT 

STAFF
JUNIOR MOBILE COMPUTING

(MOBILE COMPUTING JUNIOR)

DIGITAL ARTIST JUNIOR 
(JUNIOR DIGITAL ARTIST)

DIGITAL IMAGING

TEKNISI AUDIOVISUAL
(AUDIOVISUAL TECHNICIAN)

ASSISTANT CONTROLLER  
APPLICATION MANAGEMENT 

CLERK

DESAINER MULTIMEDIA MUDA
(YOUNG MULTIMEDIA 

DESIGNER)

ANIMATOR MUDA
(YOUNG ANIMATOR)

IT MANAGEMENT STAFF
IT PROJECT MANAGEMENT 

STAFF
IT ARCHITECTURE STAFF

IT SECURITY MANAGEMENT 
STAFF

IT SECURITY MANAGEMENT 
ADMINISTRATOR

IT FACILITIES MANAGEMENT 
ADMINISTRATOR

IOT OPERATOR

STAF OPERASI LAYANAN IT

PROCUREMENT ASSISTANT  

STAF OPERASI PUSAT DATA
(DATA CENTER  OPERATIONS 

STAFF)

JUNIOR TECHNICAL SUPPORT 
PUSAT DATA

(DATA CENTER TECHNICAL 
SUPPORT JUNIOR)

ADMINISTRATIVE ASSISTANT 

JUNIOR IT CONSULTANT

DIGITAL ENTERPRENEUR 
DEPUTY MANAGER

ERP Analyst

ENTERPRISE RESOURCE 
PLANNING SECURITY ANALYST  

ENTERPRISE RESOURCE 
MANAGEMENT  SUBJECT 

MATTER EXPERT  

ENTERPRISE RESOURCE 
PLANNING DATA ARCHITECT  

TEKNISI LAYANAN FASILITAS 
KOMPUTER 

(COMPUTER FASILITIES 
SERVICE TECHNICIAN)

TEKNISI KOMPUTER MUDA
(YOUNG COMPUTER 

TECHNICIAN)

SUPEVISOUR PUSAT DATA
(DATA CENTER SUPERVISOR)

TEKNISI PUSAT DATA MUDA  
(YOUNG DATA CENTER 

TECHNICIAN)

CLOUD COMPUTING 
DEVELOPER

ADVANCE MOBILE COMPUTING

WEBMASTER  

WEB ANALYST  

ON-LINE TRANSACTION 
PROCESSING ANALYST  

INTERNET/INTRANET 
ADMINISTRATOR  

MOBILE COMPUTING MUDA
(YOUNG MOBILE COMPUTING)  

INTERNET DEVELOPER  

WEB SITE DESIGNER 

TAPE LIBRARIAN  

MEDIA LIBRARIAN  

AUDIO VISUAL SUPERVISOR

MULTIMEDIA SPECIALIST 
EFFECT

APPLICATION MANAGEMENT 
COORDINATOR

IT CONSULTANCY 
COORDINATOR

DIGITAL ENTERPRENEUR 
SUPERVISOR

IT CONSULTANCY SUPERVISOR

APPLICATION MANAGEMENT 
SUPERVISOR

 LEAD ENTERPRISE RESOURCE 
PLANNING TECHNICAL  

ENTERPRISE RESOURCE 
PLANNING PROCESS OWNER  

AUDIO VISUAL TECHNICIAN

FORMS AND GRAPHICS 
DESIGNER  

ANIMATOR MADYA
(INTERMEDIATE ANIMATOR)

DESAINER MULTIMEDIA MADYA
(INTERMEDIATE MULTIMEDIA 

DESIGNER)

SENIOR MOBILE COMPUTING  
(MOBILE COMPUTING SENIOR)

E-COMMERCE SPECIALIST  

CYBER SECURITY SPECIALIST

INFORMATION SYSTEM 
SPECIALIST

QUALITY ASSURANCE 
SPECIALIST

IT SECURITY MANAGEMENT 
COORDINATOR

SENIOR TECHNICAL 
SPECIALIST  

IT FACIITIES MANAGEMENT 
COORDINATOR

ACCOUNTING ANALYST  

HELP DESK ANALYST  
DATA CENTER FACILITY 

ADMINISTRATOR  

TEKNISI PUSAT DATA MADYA

DESAINER GRAFIS MADYA  

VIDEO EDITOR

ANIMATOR UTAMA

DESAINER MULTIMEDIA UTAMA

DESKTOP BYOD SUPPORT 
SUPERVISOR  

APPLICATION ARCHITECTURE 
MAPPER

DISASTER RECOVERY/SPECIAL 
PROJECTS SUPERVISOR  

CYBER SECURITY ANALYST

AUDITOR MADYA TEKNOLOGI 
INFORMASI  

QUALITY MEASUREMENT 
ANALYST  

CYBER SECURITY ANALYST

SOFTWARE QUALITY 
ASSURANCE TESTER

INFORMATION SECURITY 
SUPERVISOR 

COMPETITIVE INTELLIGENCE 
ANALYST  

ENTERPRISE RESOURCE 
MANAGEMENT BUSINESS 

ANALYST  

ENTERPRISE ARCHITECT  

INFORMATION SYSTEMS 
GENERALIST

INFORMATION TECHNOLOGY 
ASSOCIATE  

SYSTEM ANALYST

PROCUREMENT 
ADMINISTRATOR  

SENIOR SYSTEMS ANALYST

SYSTEMS ANALYST

IT PLANNING ANALYST  

CHANGE CONTROL ANALYST  

CONTRACT MANAGEMENT 
ADMINISTRATOR  

KEY PERFORMANCE 
INDICATOR ANALYST  

OPERATIONS ANALYST  

PLANNING INTEGRATION AND 
CONTROL ADMINISTRATOR  

MAINTENANCE CONTRACT 
ADMINISTRATOR 

ICTPM DEPUTY MANAGER

DEPUTY MANAGER ICT 
PROJECT MANAGEMENT

OPERATION SYSTEM 
DEVELOPMENT EXPERT

HELP DESK MANAGER

PRODUCTION CONTROL 
ANALYST 

INFORMATION SYSTEMS 
MANAGER

TH GL SPECIALIST  

HUMAN RESOURCES 
SPECIALIST 

 SENIOR TH GL SPECIALIST 

IT PROJECT COORDINATOR

IT PROJECT SUPERVISOR

CHANGE CONTROL 
SUPERVISOR  

CAPACITY PLANNING 
SUPERVISOR  

HUMAN RESOURCES 
GENERALIST  

IT MANAGEMENT 
COORDINATOR

TEKNISI KOMPUTER SPESIALIS 
SENIOR 

(SENIOR COMPUTER 
TECHNICIAN SPECIALIST) 

METRICS MEASUREMENT 
ANALYST  

 SENIOR PRODUCTION 
CONTROL ANALYST 

SYSTEM ADMINISTRATOR  

PRODUCTION SERVICES 
SUPERVISOR  

SUPERVISOR POS TRAINING 

SUPERVISOR POS  

INFORMATION MANAGEMENT 
SUPERVISOR

TEKNISI MADYA JARINGAN 
KOMPUTER  

NETWORK ADMINISTRATOR 
MADYA

NETWORK DESIGNER

NETWORK ADMINISTRATOR  

SYSTEM ADMINISTRATOR  

COMPUTER OPERATIONS 
MANAGER

METRICS MANAGER

LAN APPLICATIONS SUPPORT 
ANALYST 

NETWORK SECURITY ANALYST  

NETWORK CONTROL ANALYST  

DIGITAL COMPUTER 
TECHNOLOGY ADVISOR

DIGITAL COMPUTER 
TECHNOLOGY EXPERT

COMPUTER OPERATION 
MANAGERS

MICROCOMPUTER 
TECHNOLOGY MANAGER 

 CONTROLLER MANAGER

COMPUTER OPERATIONS 
MANAGER

IT FACILITIES MANAGEMENT 
CLERK

MULTIMEDIA MANAGEMENT 
CLERK

MOBILE PROGRAMMING CLERK IT CONSULTANCY CLERK

JUNIOR OFFICE OPERATOR

BASIC OFFICE OPERATOR

COMPUTER TECHNICIAN CLERK

Asisten Operator Komputer  
(Computer Operator Assistant)

PRINT OPERATOR 

SYSTEM INTEGRATION 
CLERK

INFORMATION MANAGEMENT 
CLERK

IT MANAGEMENT CLERK IT PROJECT CLERK
IT SECURITY MANAGEMENT 

CLERK
IT SERVICE MANAGEMENT 

CLERK

COMPUTER OPERATOR  

HELPDESK

SENIOR OFFICE OPERATOR

COMPUTER TECHNICIAN CLERK

COMPUTER MAINTENANCE 
CLERK

TECHNICAL SUPPORT CLERK

JUNIOR TECHNICAL SUPPORT

PERSONAL COMPUTER 
SPECIALIST  

BYOD SUPPORT SPECIALIST TECHNICAL SUPPORT

TEKNISI PENDUKUNG 
JARINGAN (NETWORK 
SUPPORT TECHNICIAN)

TEKNISI PENDUKUNG 
OPERASIONAL JARINGAN 
(OPERATIONAL SUPPORT 

TECHNICIAN)

ASSISTANT PROGRAMMER 
TRAINEE

CODER TRAINEE

PEMROGRAM PEMULA (NOVICE 
PROGRAMMER)

 PEMROGRAM JUNIOR (JUNIOR 
CODER)

ASISTEN PEMROGRAM JUNIOR 
(JUNIOR ASSISTANT 

PROGRAMMER)

NETWORK TECHNICIAN  

TELECOMMUNICATIONS 
TECHNICIAN  

COMPUTER MAINTENANCE 
STAFF

NETWORK CONTROL ANALYST 
ASSISTANT  

ASISTEN PEMROGRAM
(PROGGRAMMER ASSISTANT)

ASSISTANT DOCUMENTER

ASISTEN PEMROGRAM 
ANTARMUKA

(INTERFACE PROGRAMMER 
ASSISTANT)

PENERJEMAH KODE (CODER)

PROGRAM DOCUMENTER

RECORD MANAGEMENT 
COORDINATOR 

WASTE MANAGEMENT 
COORDINATOR  

INFORMATION MANAGEMENT 
COORDINATOR

INFORMATION MANAGEMENT 
STAFF

SOFTWARE TECHNICIAN

SOFTWARE QUALITY CONTROL 
TESTER  

PEMROGRAM JUNIOR (JUNIOR 
PROGRMMER)

PEMROGRAM MOBIL PRATAMA 
(JUNIOR MOBILE 
PROGRAMMER)

DESKTOP/COMPUTER SUPPORT 
SPECIALIST

TECHNICAL SPECIALIST 

HARDWARE INSTALLATION 
COORDINATOR  

POS HARDWARE 
COORDINATOR

COMPUTER MAINTENANCE 
COORDINATOR

NETWORK SPECIALIST  

VOICE COMMUNICATIONS 
SPECIALIST  

JUNIOR NETWORK 
ADMINISTRATOR

WIRELESS COORDINATOR  

VOICE COMMUNICATIONS 
COORDINATOR 

VOICE WIRELESS 
COMMUNICATIONS 

COORDINATOR  

NETWORK SERVICES 
SUPERVISOR  

HARDWARE INSTALLATION 
SUPERVISOR  

TEKNISI MUDA JARINGAN 
KOMPUTER  

SUPERVISOR TEKNISI 
KOMPUTER 

(COMPUTER TECHNICIAN 
SUPERVISOR)

HELP DESK SUPERVISOR

COMPUTER OPERATIONS 
SUPERVISOR

WORD PROCESSING 
SUPERVISOR  

DATA ANALYST

DATA MANAGEMENT 
SUPERVISOR  

DATA ENTRY SUPERVISOR

TECHNICAL ENGINEER

PEMROGRAM (PROGRAMMER)

PEMROGRAM OBJEK

JUNIOR WEB PROGRAMMER

 RECORD ADMINISTRATOR  
MANAGER

DATA SECURITY MANAGER

SENIOR OPERATIONS ANALYST 

DATABASE ADMINISTRATOR

DATA MODEL ADMINISTRATOR

SENIOR SYSTEMS ANALYST 

DATA ARCHITECT

ERP SPECIALIST

PROJECT MANAGER 
ENTERPRISE RESOURCE 

PLANNING (ERP)  

DIGITAL ENTERPRENEUR 
MANAGER

IT CONSULTANT

CLOUD COMPUTING ENGINEER  

SYSTEM ENGINEER

DESKTOP/COMPUTER SUPPORT 
MANAGER

TECHNICAL OPERATIONS 
MANAGER

ADMINISTRATION AND 
FACILITIES MANAGER 

 TRANSACTION PROCESSING 
MANAGER

PAYROLL SYSTEM MANAGER

INFORMATION ARCHITECTURE 
MANAGER 

PROPERTY MANAGEMENT 
MANAGER  

BUSINESS DEVELOPMENT 
MANAGER  

AVAILABILITY/AUTOMATED 
OPERATIONS MANAGER

 ELECTRONIC COMMERCE 
DIRECTOR

 IT MANAGEMENT AND 
CONTROL DIRECTOR

DESAINER GRAFIS SENIOR  
(SENIOR GRAPHIC DESIGNER)

DIRECTOR MEDIA 
COMMUNICATIONS  

MULTIMEDIA DIRECTOR
TECHNICAL SERVICES 

DIRECTOR  

PROGRAM MANAGEMENT 
DIRECTOR

PROJECT PORTFOLIO 
DIRECTOR

VICE PRESIDENT HUMAN 
RESOURCES  

 IT DEPLOYMENT DIRECTOR

 IT PLANNING DIRECTOR

VICE PRESIDENT CONSULTING 
SERVICES  

SARBANES-OXLEY 
COMPLIANCE DIRECTOR 

 PRODUCTION SERVICES/DATA 
CENTER DIRECTOR

 SYSTEMS DIRECTOR
DISASTER RECOVERY AND 

BUSINESS CONTINUITY 
DIRECTOR 

VICE PRESIDENT STRATEGY 
AND ARCHITECTURE 

CHIEF SECURITY OFFICER 
(CSO) 

CHIEF COMPLIANCE OFFICER

CHIEF CYBER SECURITY 
OFFICER

 SAFETY PROGRAM DIRECTOR

INFORMATION SECURITY 
DIRECTOR

CHIEF OF MOBILITY OFFICER CHIEF OF SYSTEM OFFICER PRINCIPAL IT ADVISOR

MOBILE AND IOT DIRECTOR
APPLICATION SYSTEM 

DIRECTOR

SENIOR IT ADVISOR

PELAKSANA; 
CLERK

AHLI SENIOR

AHLI PERDANA

DIREKTUR 
UTAMA; 

PRESIDEN 
DIREKTUR; CXO; 

MANAGING 
DIRECTOR

DIREKTUR; VICE 
PRESIDENT; 
GENARAL 
MANAGER; 
SCIENTIST

MANAGER; 
EXPERT

ASISTEN 
MANAGER; 

DEPUTY 
MANAGER; 
ADVISOR

TEKNISI/ 
ANALIS 

PRATAMA

OPERATOR 
MADYA

OPERATOR 
MUDA

OPERATOR 
PRATAMA

TEKNISI/ 
ANALIS MUDA

SUPERVISOR; 
PENYELIA

KOORDINATOR; 
SPECIALIST

STAFF

PETUGAS
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AHLI UTAMA

TEKNISI/ 
ANALIS MADYA

DATA WAREHOUSE DIRECTOR

ADMINISTRATION VICE 
PRESIDENT

NETWORK SERVICES 
DIRECTOR

 IT INFRASTRUCTURE  
DIRECTOR

TELECOMMUNICATION 
SERVICES DIRECTOR 

CHIEF OF TECHNOLOGY 
OFFICER

INFORMATION SYSTEM 
DIRECTOR

DIGITAL COMPUTER 
TECHNOLOGY SCIENTIST

CHIEF OF INFORMATION 
OFFICER

 INFORMATION TECHNOLOGY 
DIRECTOR 

CHIEF TECHNOLOGY OFFICER

PEMROGRAM SENIOR 
(SENIOR PROGRAMMER)

DATA ENTRY CLERK

 DATA ENTRY OPERATOR; 
ADMINISTRATOR

DATA ENTRY  COORDINATOR

BUSINESS APPLICATIONS 
DIRECTOR 

SYSTEMS AND PROGRAMMING 
DIRECTOR 

 TECHNICAL SERVICES  VICE 
PRESIDENT

VICE PRESIDENT INFORMATION 
SERVICES  

BIG DATA SCIENTIST

 DATA WAREHOUSE  MANAGER

 DATA AND SYSTEMS 
ENGINEERING  MANAGER

 HELP DESK SUPPORT 
MANAGER

80	%	Profesi	di	bidang	IT	saat	ini	
belum	ada	pada	5	tahun	yang	lalu

Bagaimana	dengan	kita	(di	
Kecamatan	dan	Kelurahan)?

(Mayoritas) 
User/Operator

Kompetensi	apa	yang	harus	
dimiliki?
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Pengguna/Operator	memiliki	
sekumpulan	kompetensi	yang	

harus	dikuasai

Daftar	Kompetensi	Pengoperasian	Komputer
TUJUAN	UTAMA FUNGSI	KUNCI FUNGSI	UTAMA FUNGSI	DASAR

Menggunakan perangkat
komputer dan aplikasinya sesuai
dengan kebutuhan pengguna

Menggunakan
perangkat
komputer dan
aplikasinya tingkat
dasar

Mengoperasikan komputer Menggunakan perangkat komputer

Menggunakan sistemoperasi
Menggunakan peralatan peripheral

Mengoperasikan perangkat lunak
perkantoran (office) tingkat dasar

Menggunakan perangkat lunak pengolah
kata – tingkat dasar

Menggunakan Perangkat lunak Lembar
Sebar – tingkat dasar

Menggunakan perangkat lunak presentasi -
tingkat dasar

Menggunakan penelusur web (Web
Browser)
Menggunakan perangkat lunak pengakses
surat Elektronik (e-mail client)

Menggunakan
perangkat
komputer dan
aplikasinya tingkat
lanjut

Mengoperasikan aplikasi Internet Menggunakan aplikasi berbasis Internet

Menggunakan aplikasi media sosial

Mengoperasikan perangkat lunak
perkantoran (office) tingkat lanjut

Menggunakan perangkat lunak pengolah
kata – tingkat lanjut

Menggunakan perangkat lunak lembar
sebar – tingkat lanjut

Menggunakan perangkat lunak presentasi -
tingkat lanjut

Memproses pemasukan data Melakukan pemasukan data
Memastikan validitas data

Mengelola keamanan informasi pengguna Mengidentifikasi aspek keamanan
informasi pengguna
Memastikan keamanan informasi
pengguna

Menggunakan	Aplikasi	Media	
Sosial

Menggunakan	Aplikasi	Media	Sosial

• Memilih	media	sosial
– Contoh:	WA,	Facebook,	Google+,	Twitter,	Blogger,	
YouTube,	Line,	BBM,	Path,	Instagram,	LinkedIn,	
Telegram	dan	lainnya.

• Mengelola	akun	
– Menambah
– Mengurangi
– Memfilter
jejaring	sosial

• Mengirim	informasi:	Sesuai	dengan	kriteria

Menggunakan Aplikasi Media Sosial:
Mengirim	informasi	-:	Sesuai	dengan	kriteria

• Memeriksa	konten	sesuai	kriteria
– Konten:	benar	isi,	sumber,	waktu,	tempat,	latar	
belakang	informasinya

– Bermanfaat:	bagi	penyebar	atau	penerima
– Umum:	cocok	dan	layak	diketahui
– Tepat	waktu	dan	tempat
– Tepat	konteksnya
– Memiliki	hak	penyebaran	(tidak	melanggar	HAKI	
dan	hak	privacy)
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Melakukan	Pemasukan	Data

• Persiapan	data
– Sesuai	aplikasi
– Seusai	borang
– Jenis	data

• Memasukan	data
– Lokasi	penyimpanan
– Logbook

• Impor/Ekspor	data

Melakukan	Validasi	Data
• Identifikasi	substansi	data

– Data	sesuai	dengan	proses	di	organisasi
– Jenis	data	sesuai

• Identifikasi	referensi
• Memeriksa	validitas	data

– Sumber	data
– Akurasi
– Keamanan	data

• Memutakhirkan	data
– Sesuai	dengan	validitas	(valid,	tepercaya,	objektif?)
– Melengkapi	data
– Menyesuaikan	dengan	data	terbaru

Identifikasi	Aspek	Keamanan	Informasi	
Pengguna

• Identifikasi	ancaman	keamanan
– Klasifikasi	ancaman
– Jenis	serangan
– Social	engineering

• Identifikasi	Confidentiality
– Klasifikasi	data	sesuai	tingkat	keterbukaan	informasi
– Penyimpanan	data	sesuai	tingkat	keterbukaab
– Informasi	pribadi	dipergunakan	sesuai	dengan	
kebutuhan	

– Enkripsi	sesuai	kerahasiaan	informasi

Identifikasi	Aspek	Keamanan	Informasi	
Pengguna	(2)

• Identifikasi	aspek	Integrity
– Aspek	kontrol
– Informasi	yang	bertentangan	diperiksa

• Identifikasi	Availability
– Backup
– Restorasi

Memastikan	Keamanan	Informasi	
Pengguna

• Identifikasi	perangkat	lunak	bantu	keamanan	informasi
• Melakukan	perlindungan	terhadap	ancaman
– Pengaktifan	aplikasi	bantu	keamanan
– Pengelolaan	password
– Pengelolaan	fitur	keamanan	pada	aplikasi

• Melakukan	tindakan	penanganan	kejadian
– Pelaporan	insiden
– Anomali	dilaporkan

• Melakukan	pemulihan	keamanan
– Penyediaan	backup
– Memastikan	sama	dengan	sebelum	kejadian

Jadi?
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Siapkan	kompetensi	Sumber	Daya	
Manusia	Anda	sesuai	dengan	
teknologi	dan	sistem	yang	

dipergunakan

Untuk	menuju	Masa	Depan	yang	Lebih	Baik

Windy	Gambetta
Sekolah	Teknik	Elektro	dan	Informatika
Institut	Teknologi	Bandung


